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Security Risk  
is Organizational Risk 
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20th century 

Manage & Respond  
to the risk presented by compromised assets 

21st century 

Prevent compromises & security events 



Impact Magnified 
Detection & Response is a Critical Gap 

average days until 
compromised asset detected  

% victim organizations 
notified by 3rd party such as 

the FBI 

% victim organizations not 
compliant with regulatory 

requirements 

205 89% 69% 



Quantifying security risk 
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R = P(Tv) × I 



Options: Solving for Impact Risk 

1.  Accept the risk (‘71 Pinto method) 

2.  Repurpose IT (dilutes digital transformation 

projects) 

3.  Build your own SOC (8+ FTEs and must certify) 

4.  Leverage managed detection & response services 
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Managed Detection & Response 



Dedicated team of personally-engaged experts 

Combined with next-generation analytics 

Continuous threat detection, response, and hunting 

Collaborating real-time with your IT teams 



IoT 

Workstations 

Servers 

Networked Devices 

Switches 

Firewall 

Cloud / SaaS 

CI Data Center 

How does it work? 



PISCES1 

PISCES 

Universities 

Colleges 

Veterans 

Internships 

Resident Analyst 

Security Analyst 

Senior Analyst 

Lead Analyst 
Management 

Offensive Security 

Consulting 

Technical Customer 
Comms 

Engineering 

1PISCES: “Public Infrastructure Security Collaboration and Exchange System”  



Incident Action Plan 

•  Analyst investigation confirmed real threat 
•  Presents specifics of the threat 
•  Lists key actions to respond to & recover from 

the threat 
•  Includes instructions for preservation of 

evidence 
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Within an hour of the threat detection 
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